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What is critically important is to recognise that the goal should
not be identification and surveillance, but the balance of security
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achievable if control is always with someone else and attacks commit
identity theft based on faking biometric credentials.
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7 Rules of Biometrics Security NGk

11 $ &0 § 1
I N ¢ i & i
I # (9: ! #
/ b C ! & ! o #
9 < *  $ $ &4 O h S b $
= * B C > $ % §
! # %1 (O b # o 1y



. . PR{WAY
What IS Prlva Cy? Security in Context
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Trust :: the amount of Risk
willingly accepted
in a given context

Citizens make subjective rational choices

Price/ Risk Product / Service
L oss of control Comfort / values

Nobody wants surveillance - they want bad guys caug ht, but
nobody likes to be controlled



: PR{WAY
w h a t I S a P ET ? Security in Context

breaks the assumption
of zero-sum trade-offs



Security/Privacy NOT Zero-sum SPRth\CfAth
Priway Identity Model
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Biometrics — basic problems SEiaE

Biometrics used for Identification without user control

Create crime / Identity Theft
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Undermine Data Security Security disaster
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Rethink - critical need for security and two-way revocability!
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Secu rlty TOOIS avallable Security in Context

Avallable or soon available Privacy Highway inventions
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Priway Identity Model PRIWAY
Roadmap to PETs & Biometrics
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Problem # 1 - Security erode Security in Context
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Problem #1.2 - Living at Gunpoint ?RgV\Z@{

CASE: Surveillance Smart Bombs
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H ( - ]
3 %
Busines case — Bombs for hire
B by $ b $ $ ¢

O b H i ! $



Loading the Gun #2
Attacks emerging, more later
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No automated Identification !




Biometric Surveillance ?Rth\CLAth
Assaults on society In progress
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Biometrics and interoperability SConEhnContes

SAME as old biometrics- But ALSO:
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Entire Card must be revocable
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RFID only support person Id ?RMAY
Control MUST be in USER device
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Empowerment & Fallback security Qa4
Key to National Id trustworthiness




Problem # 2 },’Rg“(@{
PETs critical for innovation

Surveillance society ! PET world
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Security in Context

|d negotiated and customised to context Incl dynamic reponses to
Can be recognised / reused externa alerts
E.g terrorthreat
~ Virtualisation A l
Enrolment Dynamic

Semantic y Authentication \ <:> Security Resolution
| dentity Accountability and negotiation towards

Positive Credentials Application Risk Profile
_ Negative Credentias _
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EGovernment Id mOdeI Security in Context
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7 Rules of Biometrics Security NGk
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Security in Context

I Biometrics can be a disaster OR better security for all
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Mr. Frattini — Europe cannot afford these mistakes !!
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